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Network access technologies, including Wi-Fi and 4G LTE, are becoming more and more 

popular in Cloud computing infrastructure due to their increased performance, 

reliabilities, and ease of development. Cloud consumers can collect and process real time 

and continuous sets of massive assets. The large data size and security concerns have 

resulted in an ever-increasing need for efficient paradigm concept to integrate the 

functionalities of data monitor, analysis and anomalous traffic behavior detection. The 

procedure of intercepting traffics assigned by Cloud consumers and passing through Cloud 

scheduler to the Cloud infrastructure data centers has been known as wireless packet sniffer. 

This could capture the entire packets and analyze the contents in both Private Cloud 

Network (PrCN) and Public Cloud Network (PuCN) in the RFMON (Radio Frequency 

MONitor) mode. After buffering the entire Cloud consumer’s images in the Cloud 

scheduler, further interpretation of the packets can be carried out to distinguish malicious 

from beneficial packets. We designed and developed an intrusion detection model, namely 

Cloud Snooping Disclosure (CSD) to monitor the Cloud consumer’s image traffic loads, 

detect the anomalous traffic behaviors, and block the malicious intrusion. Our heuristic is 

based on two major steps, Forward and Backward scanning process. The step includes the 

initialization process and installing the security parameters for both sides, Cloud users and 

Cloud scheduler, while the second one relates to capturing anomalous inter-VM traffics. 

Furthermore, our algorithm incorporates pcap library into Cloud scheduler so that any 

incongruous traffic behaviors can be reported and saved. Our system was inspired by some 

existing researches that applied sniffer software such as Ethereal, Tcpdump, and Snort. The 

simulation results indicate that the effectiveness of our heuristic had the ability to detect and 

eliminate approximately 107 anomalous traffic behaviors from five case trials that have been 

generated by CloudSim framework. 
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Introduction 
     Today, Cloud-based networking has become very complex to meet various application needs and 

performance requirements. As a result, troubleshooting and maintaining a reliable network connection 

among Cloud service models has become cumbersome which calls for some novel specialized monitoring 

and analysis tools. Such software allows cloud providers to evaluate and examine the data stream constantly 

flowing through the network by keeping track of network metrics and identifying certain faults. In addition, 

Cloud network Sniffers can help identifying network attacks and detect security threats; they can be used in 

intrusion detection, load balancing, and packet error correction. Furthermore, they can be used to help 

understand packets’ structure and traffic patterns generated by common network applications. Cloud network 

monitoring can also be used to evaluate protocol performance and assist in protocol development in each of 

Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) models 

[1,2]. Despite their usefulness, sniffers in Cloud network infrastructure may be harmful when used by 

intruders. With network sniffers, intruders can intercept consumer’s images, steal and intentionally modify 
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Related Works 

     Nowadays, tracking Cloud module applications is playing an ever-increased important role for making 

the Cloud consumer’s assignments more secure. These challenges are motivating researches alike to 

formulate new approaches and build innovative paradigms. As a result, developing a new model that can 

behave as a helpful filter that allows network administrator to monitor the systems and detect the anomalous 

network behaviors through capturing and analyzing the packet’s content that have been scheduled over 

Cloud resources. For decades, several researches have been devoted to optimizing Cloud security protocols 

with the objective of decreasing the incongruous network traffic behaviors. Chen et all. [5] proposed an 

anomalous detection model based on Cloud system. Their intention was to develop a solution to redirect the 

traffic using Software-Defined Networks (SDN). Their heuristic had the ability to capture inter-VM traffic, 

detect both known and unknown anomalous network behaviors, adopt hybrid techniques to analyze VM 

network behaviors, and control network systems. McKeown et al. [6] developed the control unit which 

redirects the separation architecture of OpenFlow. This technique is based on an Ethernet internal flow-table 

switch. By operating this parading, researchers can evaluate their experimental over heterogenous switches 

in a uniform way at line-rate with high port-density. Grobauer et al. [7] defined four main indicators related 

to the Cloud computing vulnerabilities. The authors well-explained the fact that how Cloud computing 

influences each risk that may affect Cloud consumer’s images.  Recently, many researches have discussed 

the network traffics and intrusion detections in Cloud infrastructure. The one such as [8], programmed an 

algorithm to detect intrusion issues under Linux operating system. This also including the traffic bottleneck 

analyzing issue using packet sniffer. Oktay and Sahingoz [9] generated different attack types that affects 

each of availability, confidentiality and integrity of Cloud resources. They also came up with a model to 

prevent such behavior using intrusion detection model. Xing et al. [10] investigated SnortFlow heuristic. 

This model based on both the OpenFlow and Snort based IPS. They applied this method to expose and detect 

intrusions which made easy for them to establish countermeasures through reconfiguring Cloud network 

model on-the-fly. Zissis and Lekkas [11] introduced a Trusted Third Party that relates to Cloud security 

characteristics. Their solution model based on cryptography where both SSO and LDAP are applied based on 

Public Key Infrastructure. This step was to ensure the integrity, authentication, and confidentiality of 

assigned Cloud module applications.     
 

Cloud System Flow Chart and Analytical Models 

 

     Cloud Snooping Disclosure heuristic initiates with two essential procedure functions: the first one used 

for emulating the available addresses inside the system, and the second one is for defining the mapping ports 

between the Cloud consumers and the execution-based units (VMs) in Cloud infrastructure through the 

Cloud meta-mapper. Depending on IOCTL driver, Cloud Snooping Disclosure model gets the assigned 

applications into scheduler’s buffer and arrange them in decreasing deadline’s order to be dispatched over 

Cloud resources. This will be accomplished after checking the integrity of each packet. Flow Charts (1-a) 

and (1-b) explain both the basic Cloud Snooping Disclosure flow and system monitor flow. 

B. Analytical Models 

     Inspired by previous work [9], we can define three cases for both VM-based execution units and 

infrastructure connections anomalous detection behaviors. 

Definition Case (Normal Equilibrium-Type 0): vulnerabilities are available, but they have not    

been exploited yet by intruders as illustrates in figure (3) case 0. 

Definition Case (Anomalous Equilibrium-Type 1): vulnerabilities are exploited but have not yet 

been breached as depicts in figure (3) case 1. 

Definition Case (Anomalous Equilibrium-Type 2): Cloud infrastructure are exploited, and the 

system is continuous cyber-attacked as explains in figure (3) case 2. 

A. Cloud System Flowchart  
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sockets.  It is easy to access data on the network within this approach since the operating system directly 

communicates with the low-level system (protocol handling, packet reassembly, etc.) through an easy to use 

interface. The pcap library model can be used by many types of network tools for analysis, troubleshooting, 

security and monitoring [7]. Figure (4) depicts the architecture of pcap library components. Particularly, 

some existing classical tools that incorporate pcap library model in their kernels include protocol analyzer, 

network monitors, traffic loggers, network intrusion detection systems (NIDS) and security tool.  

       

    

Flow chart (1-a): Basic CSD Flow Chart Flow chart (1-b): System Monitor Flow 
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Figure (4): Pcap Library Component 
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available in the kernel ring buffer. The user mode code gets signal of available packets when at least 

"mintocopy" bytes are available in the kernel buffer. This mechanism is used to avoid transferring one single 

packet from kernel mode to user mode at a time.  

Performance Evaluation 

     For this experiment, we have used Open Source Java-based CloudSim toolkit to simulate a cloud 

infrastructure that comprises 90 heterogeneous computing nodes. Similar to previous work [9]. We have 

incorporated KDD Cup-99 dataset [12], Intrusion Detection System (IDS) Evaluation dataset, to setup 

network intrusion detection. It is the intrusion detection system’s incipient to concentrate on discovering the 

identity for each packet sender, information exchanged, and threats posed on documents. This allow us to 

distinguish “anomalous connection behaviors” from “trusted connection behaviors”. However, five different 

trial cases have been simulated using CloudSim framework to intense our outcome results. Each case has 

different workloads and interconnection edges as shown in table [1]. To make our view more precise, we 

define a default threshold for the entire cases. Surpassing this value will redirect our paradigm to become 

unsettle. As it is not practical to draw and illustrate the total of 17 anomalous traffic behaviors, a fraction of 

the results with the full coverage of the scenario has been plotted in figures [5-7]. Figure (5-a) depicts the 

normal network traffic which is the initialization assignment of Cloud consumer’s images. According to the 

plot, the system has normal range workloads between 78 and 115. On the other hand, we generated 

anomalous network attack with probability rate of 15% in figure (5-b). This increased the normal traffic rate 

about 7% of the total system value. For this one, the range manipulate between 85 and 123. Also, we can 

observe that the curve is heading to become closer to the system threshold. Since our prime objective of 

Cloud Snooping Disclosure model is to detect anomalous network traffics as many as possible, we increased 

the probability rate of the incongruous network traffics by (35, 60, 75%) as shown in figures (6) and (7). The 

sequential values range between 136 and 186. However, figure (6-a) illustrates that even within probability 

rate of 35%, the anomalous network traffics reached the system threshold. For both figures (6-b) and (7-a), 

the anomalous traffics surpass the threshold vale which makes the system unstable and invade the most part 

of the bandwidth. To get back the system to the normal behavior, we applied our algorithm to detect and 

eliminate these anomalous traffics as explained in figure (7-b). within our paradigm, the entire probability 

rates returned under the threshold value. As mentioned before, we covered only five trial cases. Our model 

had the ability to disclose five incongruous network traffics in the initialization case and 41 incongruous 

network traffics in the last case. Moreover, the heuristic also eliminated approximately 107 anomalous 

behavior attacks when Cloud consumer’s images are assigned over both Cloud scheduler and Cloud 

infrastructure data centers.       

 

  

Figure (5-b): Probability Attack = 15% Figure (5-a): Probability Attack = 0% 
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Table (1): Five Case Trails Anomalous Detection Results 

Figure (6-a): Probability Attack = 35% Figure (6-b): Probability Attack = 60% 

Figure (7-a): Probability Attack = 75% Figure (7-b): Recovering Attack Process 
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Conclusion 

     Establishing a secure Cloud computing infrastructure challenges engineers and managers to seek for near 

optimal solutions due to the fact that cloud environment is a hybrid of both physical and virtual overlaid 

networks. It is not uncommon that both the Cloud provider and Cloud consumer desire to satisfy their 

necessities in terms of protecting preinstalled VMs and prescheduled module applications against any 

eccentric behaviors. Consequently, an anomalous traffic behavior detection model has been formulated in 

this experiment to evaluate the performance of both assigned Cloud images and inter-VM traffics. This 

paradigm is programmed based on two main levels. The first one captures and analyzes the consumer’s 

application content to detect any attached malicious behaviors so that it can initialize the interconnection 

between Cloud application tier and Cloud scheduler tier. Our heuristic’s main duty is to observe any 

monetized attempts through incongruous network traffics. The last and perhaps the most significant step is to 

monitor the Cloud execution resources and report any anomalous behaviors to the Cloud scheduler to cope 

with (either eliminating or obstructing them). This will give the Cloud providers a tremendous benefit to 

satisfy each of confidentiality, integrity, and availability of the system. The evaluation results demonstrate 

that our algorithm had the ability of satisfying the three aforementioned factors after reaching the probability 

rate of anomalous traffic behaviors to 75%. 
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